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To amend the Homeland Security Act of 2002 to establish the National
Cyber Resilience Assistance Fund, to improve the ability of the Federal
Government to assist in enhancing critical infrastructure cyber resilience,
to improve security in the national cyber ecosystem, to address System-
ically Important Critical Infrastructure, and for other purposes.

IN THE SENATE OF THE UNITED STATES

JuLy 27, 2021
Mr. KiNG (for himself, Mr. ROUNDS, Mr. SASSE, Ms. ROSEN, Ms. HASSAN,
and Mr. OssOFF) introduced the following bill; which was read twice and
referred to the Committee on Homeland Security and Governmental Af-
fairs
DECEMBER 19, 2022
Reported by Mr. PETERS, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To amend the Homeland Security Act of 2002 to establish
the National Cyber Resilience Assistance Fund, to im-
prove the ability of the Federal Government to assist
in enhancing critical infrastructure cyber resilience, to
Improve security in the national cyber ecosystem, to ad-
dress Systemically Important Critical Infrastructure, and

for other purposes.
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Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
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RESIEHENGCY IN CRITICAL IN-
FRASTRUCTURE

SHIENCE ASSISTANCE FUND.

oress Hhat—

1 the United States now operates i & eyber
earrently eqtipped to provide;

of the evber ecosystens
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(5} the publie and private seetors steneole to
4 tHhe kel of o conststents resorreed fand for
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B)
tare; promote a more seenre eyber eeosystem; and
s amended—
at the ends
paragraph (12); relating to the Cyberseeurity
State Coordinator—
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trefating to Seetor Risk Management Agenetes) (6

“SEC: 2220A: NATIONAL CYBER RESILIENCE ASSISTANCE

FUND.
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“ Feovb—The term Found means the Na-
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and operators; and the Nattenal Gyber Diree-
tor:
“D) Reporr—Not later than 1 year
A
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A By oBENERAE—Not later than 1 year
the President shall deliver to majority and mi-
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Governmental Affaies of the Senate; and the
Committee on Homeland Seewrity of the House
of Representatives a national eritient infrastrne-
tave resthenee strateey destened to address the

shall—
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econtatn o elasstfed annex
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of the previous national eritieal infrastrnetare
SHARNCE ASSESTANCE Fexp—There 18 established 1 the
Freastry of the Hrited States a fands to be known as the
ensed on systematiently inereasine the resilienee of pabhie
risks thereby inerensine the overalt resitienee of the Enited
trator of the Federal Fmereeneyr Muanaeement Aeen-
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tares

less than 1 erant proeram foeused on mitt-
5} in erder to bolster the resthienee of erit-
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seettons
ander elanse O for a fiseal year; the Di-

o Etti *
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mmplements the euidelnes and re-
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v entity eapaeity to vest i mit-
seetton:
6 GRav Seeretary; aet-
mission of sueh information as the Seeretary deter-

Y evabaate n erant appheation aeathst
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“Y svhether the appheation tdentifies &
fied 1 the erant appheation poses a substantiad
threat to eritieal mfrastrtetare;
e whether the appheation Hentifies a
program or projeet clearly desiened to mitiente
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3 seetion:

9 prove

10 = AWRbD 6F GRVE PEYBREve— e See-
11 retary shal—

12 A revew the recommendations of the
13 Direetor prepared pursuant to paragraph 8%
14 atel

15 “B) provide a finad determination of erant
16 awards to the Administeator of the Federal
18 bursed and administered under the proeess es-
19 tabhshed under paragraph (6=

21 THE NATFONAT CYBER RESHIENEER
22 Fep—

24 Hsh a proeess to evaluate the effeetiveness and efft-
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priations of the House of Representatives a report

A ANeAb the

and determine—
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1 =t sehethet tese orant prootats
3 ereated:

4 “h whether any existine erant
6 “HE sehether the seope of any
8 modifted: and

9 “h the steeess of the erant pro-
10 erams 1 the prior fiseal year:

11 SR SRR e e

13 ond fiseal year m which erants are awarded
15 after; the Seeretary shall sabmit to the Com-
16 mittee on Homeland Seenrtty and  Govern-
17 mental Adfairs and the Committee on Appro-
18 priations of the Senate and the Committee on
19 Homeland Seeurtty and the Committee on Ap-
22 eraph &) and any planned alterations to the

25 wverbded prstitt to this seetion—
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eontribution on behalf of a State or loeal gov-
erhmett;

“B) to pay a ransom;
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i seetion Hb) of the Homeland Seearity Aet
of 2002 (Puble Law 107-296; H6 Stat: 21353 is
amended by strikine the item relating to seetion
2244 and ol that follows throneh the tem relatine
“Seer 2219 Evberseenrity Advisory Comnittees

Seer 2220 Cvbepseettity edttention aid teathitre proerats:
“Seer 2220A; National Cyber Resilienee Assistance Fand’-

(2} ADDBITTONAT FROFCAL AMBENDMENT —
the DOTGOV Aet of 2020 ftitle £X of division
Y of Publie haw 16260} is amendeds in the
“Uomeland Seenrity Aet? and insertine
“Heomekand Seewrity Aet of 20022

tithe 1 of division £ of Prblic T Hb—2660+
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TITLE II-IMPROVING THE ABIL-
Y OF THE FEDERAL GOV-
ERNMENT TO ASSIST IN EN-
HANCING CRITICAL INFRA-
STRUCTERE CYBER RESILE-
HENCE

SEG: 201 INSTITUTE A 5-YEAR TERM FOR THE CYBERSECU-

RIFTY AND INFRASTRUGCTURE SECURITY BI-

RECTOR.

i"fff . .n'

) Jamary +5 2022
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MENT-

atdh Frfrastrnetare Seetrtty deener shall estabhsh a jotnt

o Bredttte a whelend-Goverents eotn-
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Prestdent shall isstte a determination destenatine the
be & part of the Information Sharine Envirenment:
threats and threat actors; whieh; at & trinnans
shal—
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needs:
governments; and
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alQh niqlal
[ [SJN

and 1 & manner that 18 consistent with all requirements
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2045-

evber threat mdieators by a Federal entity obtatned
Horte
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tior of evber threat tdieators by a Federal en-

tor of the Cyberseenrity and Infrastraeture Se-
ottt i eoordination with beads of He appro-

oS 2491 RS



[E—

31
A

O o0 9 AN U B~ W

[\© TN NG T N T NG I NS R NS R T e T e e T e T e T T
N A W D= O 0 NN NN R, WD = O

that identifies speeifie persons: inchuding by es-
blishine

) a proeess for the timely destraetion

of any pertod i which a eyber threat ndi-
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ttes by offteers; employees; or agents of the
Federal Government in eontravention of sueh
idelines:

) melade procedures for notifyinge entt-
mined by & Federal entity recetving sueh nfor-
eators
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Federal entities as a result of the reeeipt

trder paraeraph (B or the tnspectors Generad re-
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ferred to tn paragraph {2H); with respeet to & re-
but may melade a elassifted annex

term

The term “Information Sharing Envirenment”
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CURITY CENTERS.
laned Secnrity Aet of 2002 (6 TS I8TH3Y; is amend-
ed—
2 1 subparagraph (0 by steiking “and” at
the end;
at the end and mserting % and’s and
4 by adding at the end the folowing:
Hotooy seetritye conterss Hoorder 1o bolster the
overall resilience of the networks and eritieal in-
feastructure of the United States; to perform—
ine to test the seeurity of evber-related
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testines t6 test and eoordinate efforts to fix
ments made by this seetion $15;000;000 for each of fiseal
TITEE HI—IMPROVAING SECU-
RITY IN THE NATIONAL
CYBER ECOSYSTEM

SEG: 301 ESTABLISH A NATIONAL CYBERSECURITY CER-
TIFICATION AND LABELING AUTHORITY-

whe 18 aeeredited by the Authortty as a eertifvine

agent for the purpeses of certifyineg a speetfie elass
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means & sead or symbel provided by the Anthority or
saee of a comprehensive evaduation of an mforma-
mentatton meets a set of speetfied seenrity stand-
6 FaBi—The termr “abel” teans o elear;
eotress speetie Hforttton abott o prodiets seet-
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H Esrapasmrry—There s established a
istertne a voluntary national evbersecurtty eertift-
tty shall define and publish a proeess whereby
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trofters:
the Proeranr; the Anthorttsy shall work 1 eo-
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&) develop; and disseminate o acered-
ted certifying agents; gtidelines to stand-
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to standurdize lanetnee and deftne a label-

constittent components of a software or
hardware produet; and

{4t establish a mechanism by whiehk
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or benel k for cortifiention:
{4t intentionally mislabel a produet;

stahdard:  frameworks or benchmark to
which the manufacturer; distributor; or

( i() } [ P {{g"i g'\{('a%"
J KK .
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porated o and made a part of this
paragraph shall be suabjeet to the pen-

1 sSeEEEerron—TThe Seeretary shall issuwe &
nottee of fundine opportuntty and seleet; of 1 com-
petittve basts; a nonprofit; noneovernmental oreant-
zatton to serve as the Authority for a pertod of 5

£ 15 & noteovernmental; nonprofit erea-
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of 1986 and

hsh a proeess by which a nonprofit; nongevern-
purstant paragraph (s and every 4 years there-
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Jabek:
H tsstte a prbhe report ot the assesstrent

years—
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Hot servihe as the Authority: or
SEG: 302:. ESTABLISH THE BUREAU OF CYBERSECURITY
STATISTICS.
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to a distributed dental of service attack against
tated throuegh; or eansed by a elond serviee pro-
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tots o mathtenatee of methods; teeheal or

 Esraprsaasyr—There 18 estabhshed wathin

the Pepattinent of Hotrehtrd Seerrtts o Brveat of Exber-

b o Phiveetor: whe shal—

Featt:

atel
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€

shall—
as & eontintous and ecomparable national mdi-
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H5 conduet or support researeh relatine to
Heess
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to the Burean a report eontainine such data and -
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5} where appheable; a deseription of the
chires wseds
ton; and
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date of ennctment of this Aet; the Director shalk in
ized procedures for the sabmission of datn and infor-
etteht of iy Strter Joenk Hibad o terrttortad oov-
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of mformation purstant to this seetion or by a eov
H

Trade Commisston Aet; a violation of any re-
eeptive aet or practice i violation of a regula-
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45

stoh—
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) make any publeation or medin trans-
mittal of the data contained 1 a submisston de-
H perttt ahvote other that o swyeorn offi-
eeeding:
from the leeal proeess for a submisston tnehdine
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entity other than the Burean or an offteers; em-
ployee; agent; or contractor of the Bureaw; or i the

ot hathe syster™ means o system that stores -
formation associated with domain names 1 a dis-
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able conmectivity and operability of internet serviee,

F(_)%LPW m AT I%&rlqﬂ]%)vlwrlw Izl%earlweae‘eai <l
- - L ) vAw] (on

to seeunre foundational internet protoeols; not later
and the Department of Homeland Seewrity shalt
it of inpletenting security for the horder
fadl;
that eonld be nsed to seenre or provide authen-
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5} propese a strateey to implement iden-
eost to the Governnrent and Hplementine ent-
entions and  Informat it
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4 Exvrrre—The term “entity” means & non-
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dystanetion would have a debilitatine effeet on seen-
(€ the Cvbers it Ads g :
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40531); and
s

7 / 14 Al irn Al m Al
PPORTANTY ERHHEAL  Bv-

STRUCTURE:
devetop—
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70
PORTANT GRITFICAL INFRASTRUCTURE
METHODOLOGY AND CAPABILITY.
eommittees a plan for enhaneine the methodology of the

tead Tnfeastetaetare; thelndine a disensston of the proeress
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- entity identifient] crams with-
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1 tetrdie how to prevent dupheative re-
6 and

7 £ addttotad  atthortartons or te-
10 teally hmportant Critteal Infrastraeture as-
12 2 bart pra—The nitial plan submitted
13 ander this seetion shall melade & detatled deseription
14 of the eapabilities of the Department with respeet to
16 strtette s Hhes were ot the date of etnetient of
17 this Aet:

19 elassifted form, but may melude a elassified annex; as the
20 Seeretary determines neeessarys

22 date on which the Seeretary subiits a plan to Coneress;
23 the Seeretary shall make the plan avatlable to relevant

24  stakeholders:
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TITEE V—ENABLING THE
NATIONAL CYBER DIRECTOR

SEGC: 501 ESTABLISHMENT OF HIRING AUTHORITIES FOR
THE OFFICE OF THE NATIONAL CYBER DI-

RECTOR:
Seetion 1752 of the William M- Mae) Thernberrs
aeeordanee with paragraphs 33 threaeh H of
withstandine paragraphs (33 through ¢ of this
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sthihtes of the OFftees appoint o divtdbad to
Frited States or member of the Armed Forees de-
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STY establish o felowship program to faeilitete
a todent exehanee proeram between the private see-
& private seetor oreanization and the eonsent of the
employee; for the temporary assignment of an em-
private seetor orentization to the Offiees’s and

folowine:

=654 Fhe term texeepted serviee” hs the et
ine eiven that term in seetion 2103 of title 5 nited

3} by addine at the end the folowine:
meanine eiven that term i seetion 210863} of title

=5 Fhe termt htiied postiiors thenhs o post-
tion; designated by the Divector for the prtpese of
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TiTLE.—This Act may be cited as the “De-

fense of United States Infrastructure Act of 2021,

(b) TABLE OF CONTENTS.—The table of contents for

this Act 1s as follows:

Sec. 1. Short title; table of contents.

Sec. 2. Definitions.

TITLE I—IMPROVING THE ABILITY OF THE FEDERAL GOVERN-
MENT TO ASSIST IN ENHANCING CRITICAL INFRASTRUCTURE
CYBER RESILIENCE

Sec. 101. Institute a 5-year term for the Director of the Cybersecurity and Infra-

structure Security Agency.

Sec. 102. Pilot program on cyber threat information collaboration environment.

TITLE II—IMPROVING SECURITY IN THE NATIONAL CYBER
ECOSYSTEM

Sec. 201. Report on cybersecurity certifications and labeling.
Sec. 202. Secure foundational internet protocols.

TITLE III—ENABLING THE NATIONAL CYBER DIRECTOR

Sec. 301. Establishment of hiring authorities for the Office of the National Cyber
Divector.

SEC. 2. DEFINITIONS.
In this Act:
(1) CRITICAL INFRASTRUCTURE.—The  term
“eritical infrastructure” has the meaning given such
term in section 1016(e) of the Critical Infrastructure
Protection Act of 2001 (42 U.S.C. 5195¢(e)).
(2) OYBERSECURITY RISK.—The term “cyberse-

curity risk” has the meaning given such term in sec-
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tion 2209 of the Homeland Security Act of 2002 (6

US.C. 659).

(3) DEPARTMENT.—The term  “Department”
means the Department of Homeland Security.

(4) SECRETARY.—The term “Secretary” means

the Secretary of Homeland Security.
TITLE I—IMPROVING THE ABIL-

ITY OF THE FEDERAL GOYV-
ERNMENT TO ASSIST IN EN-
HANCING CRITICAL INFRA-
STRUCTURE CYBER RESIL-
IENCE

SEC. 101. INSTITUTE A 5-YEAR TERM FOR THE DIRECTOR OF
THE CYBERSECURITY AND INFRASTRUCTURE
SECURITY AGENCY.
(a) IN GENERAL—Subsection (b)(1) of section 2202
of the Homeland Security Act of 2002 (6 U.S.C. 652), s
amended by inserting “The term of office of an individual
serving as Director shall be 5 years.” after “who shall report
to the Secretary.”.
(b) TRANSITION RULES.—The amendment made by
subsection (a) shall take effect on the first appointment of
an indwidual to the position of Director of the Cybersecu-

rity and Infrastructure Security Agency, by and with the
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1 advice and consent of the Senate, that is made on or after

2 the date of enactment of this Act.

3 SEC. 102. PILOT PROGRAM ON CYBER THREAT INFORMA-

4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

TION COLLABORATION ENVIRONMENT.
(a) DEFINITIONS.—In this section:

(1) CRITICAL INFRASTRUCTURE INFORMATION.—
The term “eritical infrastructure information™ has
the meaning given such term in section 2222 of the
Homeland Security Act of 2002 (6 U.S.C. 671).

(2) OYBER THREAT INDICATOR—The term
“cyber threat indicator” has the meaning given such
term in section 102 of the Cybersecurity Act of 2015
(6 US.C. 1501).

(3) CYBERSECURITY THREAT.—The term “‘cyber-
security threat” has the meaning given such term in
section 102 of the Cybersecurity Act of 2015 (6 U.S.C.
1501).

(4) KENVIRONMENT.—The term “environment”
means the information collaboration environment es-
tablished under subsection (D).

(5) INFORMATION SHARING AND ANALYSIS ORGA-

NIZATION.—The term “information sharing and anal-
ysis organization” has the meaning given such term
wm section 2222 of the Homeland Security Act of 2002

(6 U.S.C. 671).
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(6) NON-FEDERAL ENTITY.—The term “non-Fed-
eral entity” has the meaning given such term in sec-
tion 102 of the Cybersecurity Act of 2015 (6 U.S.C.
1501).

(b) PIrLoT PROGRAM.—The Secretary, in consultation

with the Secretary of Defense, the Director of National In-
telligence, the Director of the National Security Agency, and
the Attorney General shall carry out a pilot program under
which the Secretary shall develop an information collabora-
tion environment and associated analytic tools that enable
Federal and non-Federal entities to identify, mitigate, and
prevent malicious cyber activity to—

(1) provide limited access to appropriate and
operationally relevant data from unclassified and
classified intelligence about cybersecurity risks and
cybersecurity threats, as well as malware forensics
and data from network sensor programs, on a plat-
Jorm that enables query and analysis;

(2) enable cross-correlation of data on cybersecu-
rity risks and cybersecurity threats at the speed and
scale necessary for rapid detection and identification;

(3) facilitate a comprehensive understanding of
cybersecurity risks and cybersecurity threats; and

(4) facilitate collaborative analysis between the

Federal Government and public and private sector
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critical infrastructure entities and information and
analysis organizations.
(¢c) IMPLEMENTATION OF INFORMATION (COLLABORA-
TION ENVIRONMENT.—

(1) EVALUATION.—Not later than 180 days after
the date of enactment of this Act, the Secretary, act-
g through the Director of the Cybersecurity and In-
Sfrastructure Security Agency, and in coordination
with the Secretary of Defense, the Director of Na-
tronal Intelligence, the Director of the National Secu-
rity Agency, and the Attorney General, shall—

(A) identify, imventory, and evaluate exist-
g Federal sources of classified and unclassified
mformation on cybersecurity threats;

(B) evaluate current programs, applica-
twons, or platforms intended to detect, identify,
analyze, and monitor cybersecurity risks and cy-
bersecurity threats;

(C) consult with public and private sector
eritical infrastructure entities to wdentify public
and private critical infrastructure cyber threat
capabilities, needs, and gaps; and

(D) identify existing tools, capabilities, and

systems that may be adapted to achieve the pur-
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poses of the environment in order to maximize
return on investment and minimize cost.
(2) IMPLEMENTATION.—

(A) IN GENERAL—Not later than 1 year
after completing the evaluation required under
paragraph (1)(B), the Secretary, acting through
the Director of the Cybersecurity and Infrastruc-
ture Security Agency, and in consultation with
the Secretary of Defense, the Director of National
Intelligence, the Director of the National Secu-
rity Agency, and the Attorney General, shall
begin implementation of the environment to en-
able participants in the environment to develop
and run analytic tools referrved to in subsection
(b) on specified data sets for the purpose of iden-
tifying, matigating, and preventing malicious
cyber activity that 1s a threat to public and pri-
vate critical infrastructure.

(B) REQUIREMENTS.—The  environment
and the use of analytic tools referred to in sub-
section (b) shall—

(i) operate in a wmanner consistent
with relevant privacy, cwil rghts, and civil
liberties policies and protections, including

such policies and protections established
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pursuant to section 1016 of the Intelligence

Reform and Terrorism Prevention Act of
2004 (6 U.S.C. 485);

(i1) account for appropriate data
standards —and interoperability  require-
ments, consistent with the standards set
Sorth in subsection (d);

(111) enable integration of current ap-
plications, platforms, data, and informa-
tion, including classified information, in a
manner that supports integration of unclas-
sified and classified information on cyberse-
curity risks and cybersecurity threats;

(1v) incorporate tools to manage access
to classified and unclassified data, as ap-
propriate;

(v) ensure accessibility by entities the
Secretary, in consultation with the Sec-
retary of Defense, the Director of National
Intelligence, the Director of the National Se-
curity Agency, and the Attorney General,
determines appropriate;

(vi) allow for access by critical infra-
structure stakeholders and other private sec-

tor partners, at the discretion of the Sec-
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retary, in consultation with the Secretary of
Defense;

(vi1) deploy analytic tools across clas-
sification levels to leverage all relevant data
sets, as appropriate;

(viir) dentify tools and analytical soft-
ware that can be applied and shared to ma-
nipulate, transform, and display data and
other identified needs; and

(ix) anticipate the integration of new
technologies and data streams, including
data from government-sponsored network
sensors or network-monitoring programs de-

ployed i support of non-Federal entities.

(3) ANNUAL REPORT REQUIREMENT ON THE IM-

PLEMENTATION, EXECUTION, AND EFFECTIVENESS OF

THE PILOT PROGRAM.—Not later than 1 year after

the date of enactment of this Act, and every year

thereafter until the date that is 1 year after the pilot

program under this section terminates under sub-

section (e), the Secretary shall submit to the Com-

mittee on Homeland Security and Governmental Af-

Jauwrs, the Commattee on the Judiciary, and the Select

Committee on Intelligence of the Senate and the Com-

mittee on Homeland Security, the Committee on the
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1 Judiciary, and the Permanent Select Committee on
2 Intelligence of the House of Representatives a report
3 that details—

4 (A) Federal Government participation in

5 the environment, including the Federal entities

6 participating in the environment and the volume

7 of information shared by Federal entities into

8 the environment;

9 (B) nmon-Federal entities’ participation in
10 the environment, including the non-Federal enti-
11 ties participating i the environment and the
12 volume of information shared by non-Federal en-
13 tities into the environment;

14 (C) the vmpact of the environment on posi-
15 tive security outcomes in the Federal Govern-
16 ment and non-Federal entities;

17 (D) barriers identified to fully realizing the
18 benefit of the environment both for the Federal
19 Government and non-Federal entities; and

20 (E) additional authorities or resources nec-
21 essary to successfully execute the environment.

22 (d) OYBER THREAT DATA STANDARDS AND INTER-

23 OPERABILITY.—
24 (1) ESTABLISHMENT.—The Secretary, in coordi-

25 nation with the Secretary of Defense, the Director of
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Natiwonal Intelligence, the Director of the National Se-

curity Agency, and the Attorney General, shall estab-
lish data standards and requirements for non-Federal
entities to participate in the environment.

(2) DaTA STREAMS.—The Secretary shall iden-
tify, designate, and periodically update programs
that shall participate in or be interoperable with the
environment, which may imclude—

(A) network-monitoring and intrusion de-
tection programs;

(B) cyber threat indicator sharing pro-
grams;

(C) certarn government-sponsored network
sensors or network-monitoring programs;

(D) incident response and cybersecurity
technical assistance programs; or

(E) malware forensics and reverse-engineer-
mg programs.

(3) DATA GOVERNANCE.—The Secretary, in con-
sultation with the Secretary of Defense, the Director
of National Intelligence, the Director of the National
Security Agency, and the Attorney General shall es-
tablish procedures and data governance structures, as
necessary, to protect sensitive data, comply with Fed-

eral requlations and statutes, and respect existing
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consent agreements with public and private sector
critical infrastructure entities that apply to critical
mfrastructure information.

(4) RULE OF CONSTRUCTION.—Nothing in this
subsection shall change existing ownership or protec-
tion of, or policies and processes for access to, agency
data.

(¢) DURATION.—The pilot program under this section
shall terminate on the date that is 5 years after the date

of enactment of this Act.

TITLE II—IMPROVING SECURITY
IN THE NATIONAL CYBER
ECOSYSTEM

SEC. 201. REPORT ON CYBERSECURITY CERTIFICATIONS
AND LABELING.

Not later than October 1, 2022, the National Cyber Di-
rector, in consultation with the Director of the National In-
stitute of Standards and Technology and the Director of
the Cybersecurity and Infrastructure Security Agency, shall
submit to the Commattee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Committee on
Homeland Security of the House of Representatives a report
that—

(1) wdentifies and assesses existing efforts by the

Federal Government to create, administer, or other-
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1 wise support the use of certifications or labels to com-
2 municate the security or security characteristics of in-
3 Jormation technology or operational technology prod-
4 ucts and services; and
5 (2) assesses the viability of and need for a new
6 program at the Department to harmonize information
7 technology and operational technology product and
8 service security certification and labeling efforts
9 across the Federal Government and between the Fed-
10 eral Government and the private sector.
11 SEC. 202. SECURE FOUNDATIONAL INTERNET PROTOCOLS.
12 (a) DEFINITIONS.—In this section:
13 (1) BORDER GATEWAY PROTOCOL.—The term
14 “border gateway protocol” means a protocol designed
15 to optimize routing of information exchanged through
16 the internet.
17 (2) DOMAIN NAME SYSTEM.—The term “domain
18 name system” means a system that stores information
19 associated with domain names in a distributed data-
20 base on networks.
21 (3) INFORMATION AND COMMUNICATIONS TECH-
22 NOLOGY INFRASTRUCTURE PROVIDERS.—The term
23 “information and communications technology infra-
24 structure providers” means all systems that enable
25 connectivity and operability of internet service, back-
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bone, cloud, web hosting, content deliwvery, domain
name system, and software-defined networks and
other systems and services.

(b) CREATION OF A STRATEGY TO ENCOURAGE IMPLE-

MENTATION OF MEASURES TO SECURE FOUNDATIONAL

INTERNET PROTOCOLS.—

(1) PROTOCOL SECURITY STRATEGY~—In order
to encourage implementation of measures to secure
Joundational internet protocols by information and
communications technology infrastructure providers,
not later than 180 days after the date of enactment
of this Act, the Assistant Secretary for Communica-
trons and Information of the Department of Com-
merce, in coordination with the Director of the Na-
tional Institute Standards and Technology and the
Durector of the Cybersecurity and Infrastructure Se-
curity Agency, shall establish a working group com-
posed of appropriate stakeholders, including rep-
resentatives of the Internet Engineering Task Force
and information and communications technology in-
Sfrastructure providers, to prepare and submit to Con-
gress a strategy to encourage implementation of meas-
ures to secure the border gateway protocol and the do-

main name system.
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(2) STRATEGY REQUIREMENTS.—The strateqy re-

quired under paragraph (1) shall—

(A) articulate the motivation and goal of
the strateqy to reduce incidents of border gate-
way protocol hyjacking and domain name system
hyjacking;

(B) articulate the security and privacy ben-
efits of implementing the most up-to-date and se-
cure instances of the border gateway protocol
and the domain name system and the burdens of
vmplementation and the entities on whom those
burdens will most likely fall;

(C) adentify key Uniated States and inter-
national stakeholders;

(D) outline varying measures that could be
used to implement security or provide authen-
tication for the border gateway protocol and the
domain name system;

(E) identify any barriers to implementing
security for the border gateway protocol and the
domain name system at scale;

(F) propose a strategy to vmplement identi-
fied security measures at scale, accounting for
barriers to implementation and balancing bene-

fits and burdens, where feasible; and
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(G) provide an initial estimate of the total
cost to the Government and implementing enti-
ties wn the private sector of vmplementing secu-
rity for the border gateway protocol and the do-
main name system and propose recommenda-

tions for defraying these costs, if applicable.

TITLE IIT—ENABLING THE
NATIONAL CYBER DIRECTOR

SEC. 301. ESTABLISHMENT OF HIRING AUTHORITIES FOR

THE OFFICE OF THE NATIONAL CYBER DIREC-
TOR.
(a) DEFINITIONS.—In this section:

(1) DIRECTOR.—The term “Director” means the
National Cyber Director.

(2) EXCEPTED SERVICE.—The term “excepted
service” has the meaning given such term in section
2103 of title 5, Unated States Code.

(3) OFFICE.—The term “Office” means the Office
of the National Cyber Director.

(4) QUALIFIED POSITION.—The term “qualified
position” means a position identified by the Director
under subsection (b)(1)(A), in which the individual
occupying such position performs, manages, or super-
vises functions that execute the responsibilities of the

Office.
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(b) HIRING PLAN.—The Director shall, for purposes of
carrying out the functions of the Office—
(1) craft an implementation plan for positions
wn the excepted service in the Office, which shall pro-

Pose—

(A) qualified positions in the Office, as the
Director determines necessary to carry out the
responsibilities of the Office; and

(B) subject to the requirements of para-
graph (2), rates of compensation for an indi-
vidual serving in a qualified position;

(2) propose rates of basic pay for qualified posi-

tions, which shall—

(A) be determined in relation to the rates of
pay provided for employees in comparable posi-
tions wn the Office, in which the employee occu-
pying the comparable position performs, man-
ages, or supervises functions that execute the
masston of the Office; and

(B) subject to the same limitations on mazx-
vmum rates of pay and consistent with section
5341 of title 5, United States Code, adopt such
provisions of that title to provide for prevailing
rate systems of basic pay and apply those provi-

stons to qualified positions for employees in or
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under which the Office may employ individuals
described by section 5342(a)(2)(A) of such title;
and

(3) craft proposals to provide—

(A) employees in qualified positions com-
pensation (in addition to basic pay), including
benefits, incentives, and allowances, consistent
with, and not wn excess of the level authorized
Jor, comparable positions authorized by title 5,
Unated States Code; and

(B) employees in a qualified position for
whach the Director proposes a rate of basic pay
under paragraph (2) an allowance under section
5941 of title 5, United States Code, on the same
basis and to the same extent as if the employee
was an employee covered by such section, includ-
g eligibility conditions, allowance rates, and
all other terms and conditions in law or regula-

tion.
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Calendar No. 670

117tH CONGRESS
2D SESSION mo Nﬁw ~

[Report No. 117-271]

A BILL

To amend the Homeland Security Act of 2002 to
establish the National Cyber Resilience Assist-
ance Fund, to improve the ability of the Federal
Government to assist in enhancing critical infra-
structure cyber resilience, to improve security in
the national cyber ecosystem, to address System-
ically Important Critical Infrastructure, and for
other purposes.

DECEMBER 19, 2022

Reported with an amendment
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